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Cyber Discovery Da Ph.D Student
Y By Warren Proctorry Y nghhght

The Cyber Discovery Day held on Oct. 2nd, 2021 was a b Al
very eye opening experience for all who attended. I'm a A g
freshman in the program and before that my high school

did not have any computer science classes. Most high-

schools in the Tennessee area do not have any courses in

depth courses in compter science and if they do, they are

normally not in cybersecurity. I didn't even know I want-

ed to do anything cyber related until I was in my last

semester of high school. This discovery day gave me a

taste of what cyber was all about. While the student pan-

els gave a lot of excitement and reinforced my thoughts

that I was in the right program, the most impactful talk

that I attended was the keynote speaker Russel Veterini.

I have a lot of passions outside of computer science such

as writing and public speaking. Mr. Veterini spoke of the

various ways to plug into the cyber field. It reminded

me that even though my major is very computer based,

I will still have opportunities to tap into my other talents

or use them to forward education on the topics that I am

passionate about.
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Across The Wire

Compiled by Jake Graves,
Warren Proctor

On Wednesday, the 6th, the U.S. gov-
ernment made the announcement of the
formation of a new Civil Cyber-Fraud
Initiative. The goal behind this is to hold
contractors accountable for any failings
of cybersecurity requirements that are
needed to safeguard the public sector
information and infrastructure. “Gov-
ernment contractors who receive federal
funds, when they fail to follow required
cybersecurity standards — because we
know that puts all of us at risk,” state-
ment Deputy Attorney General Monaco
in a press statement. This new initiative’s
motive is to build a quick response sys-
tem and plasticity for cyber intrusions.
The U.S. Justice Department (Do]) is
now holding companies accountable for
providing not up to par cybersecurity
products or services, misleading or mis-
representing their cybersecurity practices
or protocols, or not following through on
their obligations to monitor and report
cybersecurity incidents and breeches. To
do this the government will fully utilize
the False Claims Act (FCA) to go over
contractors who breech their agreements
or fail to provide the needed cybersecuri-
ty. Following this the Do]J also introduced
the launch of a National Cryptocurrency
Enforcement Team (NCET) to shut down
money laundering schemes. A week
earlier the U.S. Federal Communications
Commission (FCC) made a proposal to
mend the Customer Proprietary Network
Information (CPNI) and Local Number
Portability rules to require wireless carri-
ers to have secure methods of confirming
a customer’s identity before transferring
their phone number to a new carrier.

Source: https://thehackernews.
com/2021/10/us-justice-dept-launches-
civil-cyber.html?m=1
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Across The Wire

Compiled by Jake Graves and Mike Soare

Ransomware has become a largely popular method in breach-
ing an organization nowadays specifically due to its enormous
payouts, and the complications that it creates for legal teams
and the government reaction alike, it becomes an easy target
for people who want to get their hands on some quick money.
After speaking at the Mandiant Cyber Defense Summit in
Washington, the NSA chief Gen. Paul Nakasone was asked if
he thought that ransomware would be a continued problem
for the next 5 years, and he believes ransomware poses an
“everyday risk” to the United States and should be classified as
a “national security issue” The main issue is that the govern-
ment and individual companies need more information both
about how to secure their networks and information, but also
how to respond and recover from these attacks. As we head
towards the future, we must personally proceed with excellent
security practices to protect our most vulnerable points. We
have to begin to understand this threat that is already here
and actively attacking and fighting us. The more information
we have about how these attacks happen, the faster we can
mitigate damages and help get attacks, like the Colonial Pipe-
line attack, to not devastate us as it did.

Source: https://therecord. media/nsa-chief-predicts-u-s-will-

face-ransomware-every-single-day-for-years-to-come/?web_
view=true

Fun Corner

Graduating
Student




Accolades

A. Adeyemo, E Khalid, T. A. Odetola, S. R. Hasan, "Security Analysis of Capsule Network Inference Using-
Horizontal Collaboration:", in 64th IEEE International MidWest Symposium on Circuits and Systems, 2021.
D. Gupta, Maanak Gupta, Smriti Bhatt, and Ali Saman Tosun. "Detecting Anomalous User Behavior in
Remote Patient Monitoring." IEEE conference on Information Reuse and Integration for Data Science (IRI)
2021.

E., Jonathan, Ohad Newton, Jeffery O'Rear, Scott Riley, Jachong Park, and Maanak Gupta. "Leveraging Avi-
ation Risk Models to Combat Cybersecurity Threats in Vehicular Networks." Information 12, no. 10 (2021):
390.

H. Raoof Mohammed, Faiq Khalid, Paul Sawyer, Gabriella Cataloni and Syed Rafay Hasan, “InTrust-IoT: In-
telligent Ecosystem based on Golden Dataset Free Power Profiling of Trusted device(s) in IoT for Hardware
Trojan Detection’, accepted for publication in Workshop on Hardware and Architectural Support for Security
and Privacy (HASP), October, 2021.

H. Mohammed, T. A. Odetola, N. Guo, S. R. Hasan, "Dynamic Distribution of Edge Intelligence at the Node
Level for Internet of Things", in 64th IEEE International MidWest Symposium on Circuits and Systems, 2021.
J. Nelson, T. A. Odetola, S. R. Hasan, "WORDA: A Winograd Offline-Runtime Decomposition Algorithm for
Faster CNN Inference", in 64th IEEE International MidWest Symposium on Circuits and Systems, 2021.

R. Srivastava, Ravi Tomar, Maanak Gupta, Anuj Kumar Yadav, and Jachong Park. "Image Watermarking
Approach Using a Hybrid Domain Based on Performance Parameter Analysis." Information 12, no. 8 (2021):
310.

S. Bhatt, Thanh Kim Pham, Maanak Gupta, James Benson, Jachong Park, and Ravi Sandhu. "Attribute-Base-
dAccess Control for AWS Internet of Things and Secure Industries of the Future." IEEE Access 9 (2021):
107200-107223.

Md Ahsan Ayub, and Ambareen Siraj: "Similarity Analysis of Ransomware based on Portable Executable
(PE) File Metadata," Proceedings: IEEE Symposium Series on Computational Intelligence Conference (IEEE
SSCI) to be held December 4th — 7th, 2021, Orlando, FL.
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Across The Wire

Compiled by Jake Graves,
Asia McKissack

The popular streaming site Twitch was
recently hacked, leaking users' email and
passwords and a list of the highest-paid
channels plus how much they were paid.
Experts had predicted that this wasn't
just a direct attack on Twitch but rather
an attack on users whose personal infor-
mation was breached. An independent
security researcher found steamers' email
addresses and passwords in plain text in
one exposed datastores. Twitch disclosed
that data was exposed to the internet due
to "an error in a twitch server configura-
tion change that a malicious third party
subsequently accessed." They said that
their teams were investigating but haven't
found any evidence that login credentials
had been exposed. Even though Twitch
didn't find any evidence of exposed user
data, the independent security research-
er shared with PrivacySharks datastores
personal data, including a PayPal file
containing details on more than 1,000
chargebacks made from Twitch to vari-
ous platforms. The records include full
names, email addresses, buyer com-
ments, and amounts. The anonymous
leaker called the data dump "part 1" of
the leak but didn't say what else they
might have up their sleeve. Twitch hasn't
acknowledged the leak of personal data.
Still, the findings of PrivacySharks'
researcher contact thinks differently.
Hence, experts suggest that to protect
themselves, Twitch users should enable
two-factor authentication and ensure
that they are not using their old Twitch
password for any other accounts.

Source: https://threatpost.com/twitch-
leak-emails-passwords/175390/
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CEROC Project
Highlight: Community
College Cyber

Enrichment
By Dee Zhou

The Community College Cyber Enrichment (C3E) pro-
gram is funded by the Department of Defense via the
Cybersecurity Scholarship Capacity Building Program
to grow the pipeline of cybersecurity workforce from
community colleges in Tennessee. Last year, more than
60 students from 12 community colleges participate in
the C3E project, where they attended a seminar and a
workshop hosted by CEROC. As part of the program,
the C3E project also sponsored 19 students to partici-
pate in the NCL 2021 spring season. Over the summer
five students participated in the summer bridge pro-
gram, where they were able to take bridge courses at
Tennessee tech. The project also sponsored a few stu-
dents to attend the 2021 WiCyS conference in Denver,
Colorado.

More information about the project can be found
here: https://www.tntech.edu/ceroc/outreach/c3e.php

Cybersecurity in
Movies

Faculty
Highlight




ACM and Cyber Eagles
Resume Development

by Jake Graves

On September 28th, ACM and Cyber Eagles joined forces

to bring in several speakers (Regan Williams, Katie Dey, and
Heather Lucas) to talk to our students about resume building.
Resumes are not a “one size fits all” deal. Different jobs will
want to know and see different things. Some professionals want
to see effort put in small decoration; others find it distracting.
They real key to resume success is getting as many professional
opinions on it as you can by handing it to as any people in your
field who will review it as possible. However, there are a few
key things that I have learned from going to talks by profes-
sionals about what makes and breaks resumes.

For starters, many people looking over your resume are also
looking over several hundred other resumes. This can seem
daunting, but it is all the more reason to make sure that you
stand out among the crowd. The first thing that every profes-
sional says is to make your resume less crowded. If there is in-
formation on your resume about how you have camping skills
when you are applying for a security analyst position, that is
not a relevant interest and should not be included. This means
thinning out a resume until only relevant information remains,
but that could leave a lot of whitespaces. This brings me to my
next point, white space on a resume. Having some white space
on a resume is not bad, but having too much could give off the
impression that you have no experience. As students we often
struggle to think of things to put on resumes, but we are always
working on our experience whether we know it or not. Many
employers will happily look at your class projects as long as
they are relevant experience! Putting down that you attend our
cyber clubs and summarizing some of the interactive activities
would also be a valid thing to put down under experiences.

Something that I did not expect speakers to say was that put-
ting a picture on your resume could be a bad idea depending
on the company that you are applying for. Katie Dey, a speaker
from the ACM and Cyber Eagles meeting on September 28th,
said, “We all have our unconscious bias whether we know it or
not. Giving whoever is reviewing you unnecessary information
is something that you may want to avoid. However, if you have
a professional picture of yourself on your resume you do not
have to delete it, but it is something to think about in today’s
world”



—~
N
=

v

s
S
>
%
3
e

O
=
P

H

2




Group Reasearch in Cyber

by Denis Ulybyshev

In his research Denis uses his industrial experience of large-scale software development and collaborates with
industry practitioners from Airbnb and Coze Health (a healthcare company). He also collaborates with a Biz
Foundry, a non-profit entrepreneur development center in Cookeville. Denis’ research group, “Software and Sys-
tems Security Lab” (EASSEL), is working on the following projects:

“Secure Data Acquisition for Robotic Systems in Space Infrastructure” This project is funded by NASA, Mar-

shall Space Flight Center. It is a joint project with Dr. Charles Van Neste and his team (Dr. Matthew Pearce,

Tyler Marcrum, Michael Coultis) from the ECE department and with Dr. Maanak Gupta and Glen Cathey.

Students from Denis’s group who are involved in this project: Trey Burks, Vadim Kholodilo, Bradley North-

ern.

o “Cyber Risk Vulnerability Assessment for Building Secure Computing Systems”. Students involved: Bradley
Northern, Trey Burks, Marlana Hatcher.

o “Navigation and Recommendation System for Visually Impaired People in Campuses and Smart Cities”. Stu-
dent involved: Vadim Kholodilo. This project is funded from the Tech Faculty Research Award won in 2021.

o “Decentralized Data Exchange and Fine-grained Access Control for Transaction Ledgers and Smart Con-
tracts in Blockchain-based platforms” Students involved: James Massengille, Trey Burks

o “Secure Notification and Monitoring System for Virtual Machines and Cloud-based Infrastructures”. Stu-
dents involved: Rumi Ujiie, Vadim Kholodilo

o “Smart Warehouse with the Blockchain-based Supply Chain Management System”. Students involved: Trey
Burks, Bradley Northern, James Massengille

o “Field Diagnostics and Monitoring for Cyber-Physical Systems in case of Emergencies”. Students involved:

Tate Seyler, Vadim Kholodilo

Upcoming Events




Opportunities In Cyber

Women in Cybersecurity Conference 2022: Women in Cybersecurity Conference 2022 is open for student
scholarship applications and Call for partication. Submit scholarship applications and/or a talk or student
research poster proposal for WiCyS 2022 in Cleveland.

More information here: https://www.wicys.org/events/wicys-2022/

The Chain Reaction - A Cyber Breach Experience: This event will provide an opportunity for students and
faculty to experience a live environment response to a common cyber threat. The exercises will be separated
into two events, one for graduate students and community college faculty and another event for undergradu-
ate students.

Graduate Students and Faculty sign up has closed.

Undergraduate Students sign up: https://www.surveymonkey.com/r/StudentNov5

TMIE Virtual Cybersecurity Summit: This summit for university students works to initiate cybersecurity
knowledge sharing to stimulate student’s interest in cybersecurity careers. This summit also coincides with
NIST NICE Cybersecurity Career Awareness Week. This opportunity is for college students, faculty members,
and cybersecurity professionals. More information can be found at this link: https://www.trendmicro.com/
internet-safety/university/events/2021-summit

Purdue University Virtual Security Symposium: On October 19th and 20th the 22nd Purdue University CE-
RIAS Annual Security Symposium will be held virtually. The events will be held as close to the original format
as possible given the circumstances. To learn more or to register use this link: https://www.cerias.purdue.edu/
site/symposium/

Some Hair-Raising and Nail-Biting Cyber Facts!

Source: https://www.pinterest.es/pin/406027722631079051/
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