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ABSTRACT 

The future transportation systems will use many advanced technologies 
including dynamic charging systems that enable Electric Vehicles (EVs) to 
charge their batteries while they are in motion. Special charging pads (CPs) 
placed on the roads can charge the EVs through magnetic induction. The 
dynamic charging system should communicate with the EVs to only charge 
authorized EVs, prioritize charging requests and ensure payment integrity. 
This communication should not reveal any sensitive information about the 
EV drivers, and security should be well investigated to ensure the proper 
operation of the system. This thesis presents a system that provides an 
integrated secure and privacy-preserving authentication, charging 
prioritization, and payment for dynamic charging system. The proposed 
system has three schemes for payment, authentication and prioritization 
which are integrated efficiently in order to reduce the overall computation 
and communication overhead. In order to make payment, the EV should 
first purchase divisible e-coins from the bank and use them when it needs 
to charge. The payment scheme should be efficient and flexible in that the 
value of the e-coins can be adjusted based on the amount paid for 
charging. Charge prioritization is needed when the energy supply at the 
charging station is less than the charging demand because the Charging 
Service Provider (CSP) cannot serve all incoming charge requests and 
therefore the charging station should be capable of distributing its low 
power resources wisely to the highly-prioritized EVs. In our scheme, a 
priority policy is determined by each charging station and multi-authority 
attribute-based encryption scheme is used to ensure the security and 
privacy of the policy. In order to address the scalability of the system due 
to the large number of EVs and CPs, and the limited resources of the CPs, 
an efficient hierarchical authentication scheme that is based on symmetric-
key cryptography is developed. The idea is that, after an EV authenticates 
successfully to the CSP and pays using anonymous online payment method, 
it receives secret keys, called tokens, from the CSP shared with the Road 
Side Units (RSUs). After using these tokens to authenticate to the RSUs, the 
EV receives secret tokens shared with a number of CPs under each RSU 
control. These tokens are used to enable the CPs to identify and charge 
only authorized EVs. Our security analysis demonstrates that the proposed 
scheme is secure against different attacks and can preserve the privacy of 
EV drivers. Along with that, our system can also trace the identity of the 
driver if he misbehaves and tries to attack the system by double spending 
the e-coins. In addition, our performance evaluations and practical 
measurements confirm that the time required to run the cryptographic 
operations needed in our scheme and the communication overhead are 
acceptable. 
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