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ABSTRACT 

With the fast-growing number of vehicles over the past few years, searching 
for available parking spaces is a major problem for drivers, especially in 
crowded cities, causing traffic congestion, air pollution, and waste of time. 
Motivated by the advancement in wireless communications and popularity of 
smart phones, smart parking systems are developed to avoid these problems. 
The idea is that parking lots provide information about the availability of 
parking spaces to a central server to enable drivers to solicit real-time parking 
information and reserve parking slots. However, the existing systems do not 
consider privacy concerns. Drivers are required to disclose their sensitive 
information, such as the locations they visit and parking reservation times, to 
the service provider. Several research works have proposed privacy-
preserving smart parking systems to preserve the privacy of the drivers. 
Nevertheless, these systems still reveal coarse location information about 
drivers' desired locations. Moreover, the centralized architecture of these 
systems makes them vulnerable to bottlenecks and single point of failure and 
attack, which could disrupt the operation of parking services. They also suffer 
from transparency issue, where the service provider may favor some parking 
lots by providing only the parking information of these lots to drivers who 
querying vacant spaces. To tackle these concerns, we propose a blockchain-
based smart parking system with privacy-preservation and reputation 
management. The main idea of our scheme is that a consortium blockchain is 
created by different parking lots to run the parking system in a secure and 
transparent way. Parking lots send their parking offers to the blockchain 
network, which records these offers on a shared and immutable ledger. Then, 
to preserve the drivers' privacy, we use a private information retrieval 
technique to enable drivers to privately retrieve parking offers from the 
blockchain without exposing any information on the locations of the parking 
lots of interest. In addition, a short randomizable signature is used to 
efficiently and anonymously authenticate drivers during the reservation 
process. We also use a time-locked anonymous payment technique by 
leveraging smart contract to discourage drivers from not committing to their 
parking reservations and provide secure payment for parking services. 
Finally, we present a blockchain-based anonymous reputation system, where 
drivers can anonymously submit rating scores for their experience with the 
parking lots without being tracked or retaliated. The process of management 
reputation scores is verifiable by all drivers and parking lots, which 
guarantees transparency and reliability for the reputation system. Finally, our 
experiments and extensive evaluations demonstrate that our smart parking 
system can preserve drivers' privacy with acceptable communication and 
computation overhead. 
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