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  ABSTRACT 

Cloud as a platform has seen unprecedented adoption in businesses worldwide and as such, 

many more users have become intertwined with cloud services. In particular, cloud 

Infrastructure as a Service (IaaS) has allowed businesses to capitalize on selling infrastructure 

to clients while absorbing the cost of maintaining computing hardware. This setup reduces the 

cost to consumers and the businesses benefit from more efficient resource utilization. These 

cloud service providers (CSPs) maintain Service Level Agreements (SLAs) with their clients who 

are also known as tenants. With a large tenant base, cloud IaaS providers has become a 

lucrative target for malicious actors who often utilize malware.  

 

As the complexity of deployed malware has increased, the malware detection methods used 

have also evolved. Currently, malware detection using deep learning is a popular solution for 

this growing problem. A subset of malware detection is online malware detection. Online 

malware detection is a promising method for detecting malware in continuously running 

systems. In such systems, the applications or programs are not meant to be stopped 

consistently or their interruption presents a great loss to availability. In these systems, a 

method for detecting malware is still needed as processes can become infected at a later time, 

possibly after they have been scanned for malware previously. Online malware detection 

solves this problem by adding continuous monitoring of a process to detect malicious behavior 

whenever it may occur. 

 

One deep learning strategy that can be employed in online malware detection is Convolutional 

Neural Networks (CNNs), whose purpose is to make inferences on two-dimensional data such 

as images. CNNs are commonly used for image processing but they have performed well in 

online malware detection. This thesis analyzes different malware detection methods using 

deep learning in cloud IaaS with a focus on state-of-the-art (SoTA) CNNs. We describe in detail 

our testbed and methodology for achieving accurate data generation as well as our 

experimental steps taken for testing the efficacy of SoTA CNNs. 
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