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	ABSTRACT: Accurately classifying malware in an environment allows the creation of better response and remediation strategies by cyber analysts. 
However, classifying malware in a live environment is a difficult task due to the large number of system data sources. 
Collecting statistics from these separate sources and processing them together in a form that can be used by a machine learning model is difficult. 
Fortunately, all of these resources are mediated by the operating system's kernel. 
User programs, malware included, interact with system resources by making requests to the kernel with system calls. 
Collecting these system calls provides a view of system activity across many resources in a single location. 
Feeding these system calls into a statistical learner such as a random forest allows fast, accurate classification in certain situations. 
In this work, we evaluate the feasibility of using system call sequences for online malware classification in both low-activity and heavy-use Cloud infrastructure-as-a-service. 
We collect system calls as they are received by the kernel and take n-gram sequences of calls to use as features for tree-based machine learning models. 
We discuss the performance of the models on baseline systems with no extra running services and systems under heavy load and the performance gap between them.
	Click here to enter education listing: Master of Science
Tennessee Tech, 2022 (Expected)
Bachelor of Science
Tennessee Tech, 2020
Associate of Science
Pellissippi State Community College, 2019
	Click here to enter a short biography: Phillip Andrew (Andy) Brown was born and raised in Middle Tennessee. He was home-schooled and graduated in 2009. Following an incomplete degree from the University of Tennessee, he received an Associate of Science from Pellissippi State Community College in Knoxville, Tennessee in 2017 followed by a Bachelor's degree in Computer Science from Tennessee Tech in 2020 and a Master's Degree in Computer Science in 2022. He was also a CyberCorps SFS scholar at Tennessee Tech University. 
	Click here to enter degree department: Computer Science
	Click here to enter your name: Phillip Brown
	Click here to enter degree: Master of Science, Computer Science
	Click here to enter location of presentation: Bruner 209, June 28th at 3PM CDT.
	Click here to enter names, titles and departments: Dr. Maanak Gupta, ChairDr. Akond RahmanDr. Muhammad Ismail
	Click here to enter your field of study: Cyber Security
	Click here to enter field of study: Online Malware Classification with System-Wide System Calls in the Cloud


