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This dissertation proposes a suite of novel security, privacy, and
energy data analysis solutions applicable to the Advanced Metering
Infrastructure of the Smart Grid.
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With the inclusion of novel technologies in the electrical grid, the grid
has been slowly transitioning to becoming the Smart Grid. The Smart
Grid allows gathering fine-grained energy consumption data for
billing and analysis purposes. However, the data can potentially
expose sensitive information about consumers, violating their
privacy. To demonstrate the validity of such concerns, we applied
Fuzzy C-Means clustering for consumer behavior profiling with smart
meter data.
Even though energy consumption data can be misused to profile
consumers, the analytics of such can serve various useful purposes,
such as advising consumers about energy efficiency, monitoring the
network load, etc. Therefore, there is a great need to develop a
secure protocol that can protect consumer privacy but, at the same
time, allow both utility companies and consumers to take advantage
of fine-grained energy measurements. We propose a comprehensive
privacy-preserving protocol that provides granular data mining
opportunities and keeps consumers’ identities safe from being
exposed.
To demonstrate the usefulness of fine-grained energy consumption
data in adding the business value to the utility companies, we have
developed an energy fraud detection system for addressing the
common problem of the energy theft. We demonstrate the
application of the fraud detection system, which can be incorporated
in the proposed privacy-preserving infrastructure.
Finally, we have designed and implemented an AMI protocol
simulation framework based on a discrete networking simulator for
comparing various privacy-preserving protocols’ performance,
including ours.
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