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ABSTRACT 

Vehicles are increasingly cyber-physical systems which 
depend on scores of networked control units. Consequently, 
modern transportation faces challenges to ensure autonomy, 
security, and safety. It is imperative to understand the 
complex decision making, the potential for cyber-attacks, and 
the vehicle state. Modern vehicles include scores of on-board 
electronic control units (ECUs) communicating over in-vehicle 
networks to control safety critical systems. Protecting these 
networks is especially challenging because there is no publicly 
available translation of in-vehicle network data to vehicle 
functions. Thus, intrusion detection systems (IDSs) for 
controller area networks (CAN) have been previously limited 
to leveraging statistical properties or protocol standards. An 
interactive Machine Learning (iML) approach has been 
developed that produces a model of the physical relationships 
of CAN signals from only a limited set of CAN packets. These 
mappings are then used to produce a Hidden Markov Model 
(HMM) of the driver's actions upon which 
transaction analysis is performed to optimize the real-time 
identification of the states. The approach builds an image from 
the CAN data, then trains a convolution neural network (CNN) 
to give emission probabilities. 

Initial results show that the state of the driver's actions 
can be predicted with approximately 90% accuracy. 
Furthermore, it is then shown that within a given driver state, 
the probability that a cyber-attack is underway can be 
detected with greater than a 90% accuracy also in near-real 
time. 

The iML approach has been shown to be a rapid 
modeling capability that supports the production of a digital 
twin of a system, the mapping of driver states for autonomous 
decision processes, and optimal utilization of process experts 
and physical models. 
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