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AN ABSTRACT OF A DISSERTATION 

Despite the benefits of the advanced health care systems, it is vulnerable to 
security and privacy attacks. Firstly, several schemes have been proposed to enable 
cloud servers to search encrypted medical data to preserve patients’ privacy. 
However, the existing schemes use inefficient Attribute-Based Encryption (ABE) 
approaches for access control. Also, servers cannot learn whether a doctor can achieve 
the access policy of a document and this check is done by doctors, so unrelated 
documents are outsourced. Moreover, the existing schemes only support single data-
owner setting where a doctor needs to share a key with each patient. To address these 
limitations, we develop an efficient ABE approach. Patients use it to encrypt the 
symmetric key (that encrypted a document) so that only authorized doctors can obtain 
the key and decrypt the document. Our analysis indicates that our scheme can 
preserve privacy, and our experimental results demonstrate the efficiency of our 
scheme compared to the existing schemes. Also, the number of keys in the system are 
significantly reduced. Secondly, the existing searchable encryption schemes are 
inefficient because they are designed for a single-data-owner setting. Moreover, they 
are not secure against different security attacks, and do not allow doctors to customize 
their search to avoid downloading irrelevant documents. In this dissertation, we 
develop an efficient search scheme over encrypted data for multi-data-owner setting. 
The cloud server obtains noisy similarity scores and doctors de-noise them to 
download the most relevant documents. Our scheme enables doctors to customize 
their search. Our formal proof and analysis indicate that our scheme can preserve 
privacy and is secure against different security attacks, and the results of extensive 
experiments demonstrate the efficiency of our scheme compared to the existing 
works. Thirdly, support vector machine (SVM) models are widely used for medical 
diagnosis due to their high accuracy. Few schemes have been proposed for privacy-
preserving cloud-based medical diagnosis systems using SVM. Some of these works do 
not protect the model’s intellectual property and other works do not hide the 
classification result from the server. Also, they suffer from high 
computation/communication overhead. Thus, an efficient and privacy-preserving 
cloud-based medical diagnostic scheme using multi-class SVM is proposed in this 
dissertation. Extensive analysis is conducted and the results demonstrate that the 
proposed scheme is secure and can preserve privacy, and the results of our 
experiments indicate that our scheme requires less communication/computation 
overhead compared to the existing schemes. Lastly, several schemes have been 
proposed for privacy preserving cloud-based medical diagnosis using decision tree 
ensemble models. However, these schemes are inefficient, and none of them can 
simultaneously protect the model’s intellectual property and preserve the privacy of 
the patients’ data and diagnosis results. Also, they do not provide inherent access 
control for the outsourced model. In this dissertation, we develop a lightweight and 
privacy-preserving cloud-based medical diagnosis scheme using ensemble models 
with high accuracy and acceptable overhead. Using our scheme, the model owner 
controls the authorized patients who can use the model. Also, the patient must make 
a micro-payment to pay for the diagnosis service. Our analysis indicates that our 
scheme can protect the model’s intellectual property and preserve the privacy of the 
patients’ medical data and the diagnosis results. Our experimental results 
demonstrate that our scheme is more efficient comparing to the existing schemes. 
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