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AN ABSTRACT OF A DISSERTATION 

The prevalence of Internet-of-Things (IoT) technologies and the 
ubiquity of networked sensors and actuators in many Programmable Logic 
Controller (PLC) based Industrial Control Systems (ICS) have led to the 
exposure of critical infrastructure in our society to malicious activities and 
cyber threats. Conventional techniques for safeguarding PLCs are difficult 
due to their unique architectures. 

This dissertation proposes the development, analysis, and 
evaluation of unsupervised machine learning frameworks and tools for 
anomaly detection in PLC-based ICS. First, a one-class support vector 
machine, one-class neural network interconnected in a feed-forward 
manner, and isolation forest approaches for verifying PLC process integrity 
by monitoring PLC memory addresses are proposed. A new histogram-based 
approach is introduced to visualize anomaly detection algorithm 
performance and prediction confidence. Results show that isolation forest 
outperforms one-class neural network, one-class support vector machine, 
and previous work, in terms of accuracy, precision, recall, and F1-score on 
seven attack scenarios considered. 

An unsupervised anomaly detection approach based on neural 
networks with one class objective function and additional regularization 
term is proposed. This technique combines the abilities of neural networks 
to learn complex relationships with a one-class objective function and a 
regularization term for separating normal ICS conditions from anomalous ICS 
operations. The proposed method with the regularization term 
demonstrated superior recall values in 15 out of the 36 attack scenarios in 
the Secure Water Treatment (SWaT) dataset, which is the largest of any 
published methods in the literature. 

Novel solutions for anomaly detection in PLC-based ICS, mainly 
consisting of weighted voting ensemble with a learning algorithm based on 
coefficient of determination and a stacking-based ensemble using isolation 
forest meta-detector are introduced. Results show that stacking-based 
ensemble method using isolation forest meta-detector achieves superior 
performance to previous work on all performance metrics. 

The first known two-phase dual copular-based anomaly detection 
framework for ICS anomaly detection that provides an efficient, parameter-
free, and interpretable framework for ICS anomaly detection is introduced. 
The proposed framework outperformed previous work in terms of F1-score 
and recall on open-source datasets considered. The deterministic nature of 
the introduced anomaly detection framework mitigates the challenges 
involved in hyperparameter selection in unsupervised anomaly detection 
algorithms.  
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