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ABSTRACT 

Remote Attestation (RA) is a security service designed to detect the presence 

of malware over a network connection.  It works by enabling a trusted party, 

the verifier, to send a request for evidence of innocence from an untrusted 

party, the prover.  RA has attracted interest from both academia and 

industry because it may prove easier and more effective than traditional 

forensics approaches for embedded systems.  In this work,  we propose a 

novel threat model, taxonomy, and framework for evaluation of RA schemes  

in the embedded system setting.  Our taxonomy breaks the problem of RA 

into 5 distinct categorical points of view that we believe must be addressed 

to deploy an RA scheme over real-world embedded systems.  We apply our 

taxonomy over 58 popular RA works and find two areas of future work.  1) 

RA in embedded systems often rely on restrictive assumptions in either the 

network environment or the embedded device's hardware.  In either case 

these assumptions limit the applicability of RA in real world settings.  2) The 

evidence an embedded system can give to prove its innocence has not been 

discussed much in existing research works.  To address the first issue, we 

propose a a new device called the companion.  Our results indicate that the 

companion allows the verifier to characterize the behavior of a prover device 

much more closely than a more direct approach.  To address the second 

issue, we propose to use executable virtual memory as evidence in RA for 

embedded systems.  Our work indicates that it has many appealing 

attributes including it a low rate of change, a sensitivity to minor changes to 

the running process, and ability to recreate the original process's control 

flow graph.  Finally, we implement 3 well known attacks against RA on a 

Revolution Pi Connect+ Programmable Logic Controller (PLC), and simulate 

our companion-based approach in a smart grid network using data from 

these attacks.  Our results indicate that our companion device allows the 

verifier to increase the detection of malicious activity by as much as 53.25\% 

compared with a direct attestation approach. 
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