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the Fall of 2022.
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Most real-world networks, such as computers, social, IoT,
communication networks, etc., are represented in graph
format. These graphs provide a vast array of information
that serves as the basis for classification, anomaly
detection, community detection, link prediction, clustering,
visualization, etc. Recent research has well-studied
several techniques to detect anomalies in graph-structured
data. In this dissertation, we first survey existing anomaly
detection problems in graph data based on various
contexts: type of graphs, methods, and anomalies.
However, anomaly detection activities in graph-structured
networks are very challenging. In other words, anomaly
detection models should detect anomalies online while
consuming constant time and memory. So secondly, we
propose Term Frequency-Inverse Graph Frequency
(TF-IGF) as an online anomaly detection approach, which
assigns anomaly scores to edge streams. TF-IGF
processes one edge at a time, detects suddenly appearing
anomalous edges in near real-time, provides better
accuracy than the state-of-the-art approaches, and
consumes constant time and memory to process edges.
We evaluate the effectiveness of our proposed approach
on both synthetic and real-world graph datasets. In
addition, there has been an increased interest in graph
learning, where the goal is to discover similarities between
graphs and be able to detect anomalies. Most current
research works embed or sketch large graphs into low
dimensions that preserve the properties of the graph and
detect graph anomalies. However, those graph anomaly
detection techniques lack interpretability. Lastly, we use a
self-organizing map (SOM) approach to cluster and
visualize similar graphs. The SOM-based visualization
better explains anomaly detection and measures the
goodness of embedding (or sketching) techniques.
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ANOMALY DETECTION, CLUSTERING, AND 
VISUALIZATION ON DYNAMIC GRAPHS


